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Incidents/Articles of Note:

2022 Breaks Records for Cyber Threat Activity
Malicious DDoS Attacks Up by 150 Percent
Researchers use AI to make new malware 
Misconfigured Cloud Server Exposed Military Personnel Emails, PII
FBI Investigates Hack of Its Own Computer Network
Encrypted Traffic, Once Thought Safe, Now Responsible for Most
Cyberthreats
US Issues Declaration on Responsible Use of AI in the Military
CISA Warns of Windows and iOS Bugs Exploited as Zero-Days
Is Your Favorite Online Store Leaking Your CC/PII Data?
Complete Ban Of TikTok Across America Being Considered By Politicians
Russian Hackers ‘Disrupt Turkey-Syria Earthquake Aid’ in Cyber Attack on
NATO

 

 

webversion 

This is an open-source product. Redistribution is encouraged.

https://fusion.vsp.virginia.gov/vfcshield/cyberaware-february-2023-2-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://betanews.com/2023/02/15/2022-breaks-records-for-cyber-threat-activity/
https://betanews.com/2023/02/15/malicious-ddos-attacks-up-by-150-percent/
https://www.accountingtoday.com/news/researchers-use-ai-to-make-new-malware
https://techcrunch.com/2023/02/21/sensitive-united-states-military-emails-spill-online/
https://www.reuters.com/world/us/fbi-says-it-has-contained-cyber-incident-bureaus-computer-network-cnn-2023-02-17/
https://www.darkreading.com/zscaler/encrypted-traffic-once-thought-safe-now-responsible-for-most-cyberthreats
https://www.reuters.com/business/aerospace-defense/us-issues-declaration-responsible-use-ai-military-2023-02-16/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-windows-and-ios-bugs-exploited-as-zero-days/
https://www.malwarebytes.com/blog/news/2023/02/study-one-in-nine-online-stores-are-leaking-your-data?&web_view=true
https://www.cnn.com/2023/02/12/tech/tiktok-us-ban-consideration-chuck-schumer/index.html
https://www.independent.co.uk/news/world/europe/turkey-syria-earthquake-russian-hackers-b2281278.html


 

 

 

 

 

 
 

         
 

 

Article | DARK Reading

Simplify to Survive: How 
Organizations Can Navigate 
Cyber-Risk
New cyber threats continue to emerge, 
including the rise of state-backed 
cybercrime and the uncertainties posed 
by emerging technologies, such as 
quantum computing, artificial 
intelligence (AI)/machine learning (ML), 
5G, and the metaverse. This comes on 
top of the struggles companies already 
face defending themselves against 
long-established vulnerabilities like 
business email compromise, 
ransomware attacks, and supply chain 
software risk.

Read Article

Resource | DHS

DHS S&T Study on Mobile 
Device Security
The Department of Homeland Security 
(DHS) has submitted a report to 
Congress that details current and 
emerging threats to the Federal 
government’s use of mobile devices and 
recommends security improvements to 
the mobile device ecosystem. The DHS 
Science and Technology Directorate
(S&T) led the study in coordination with 
the National Institute of Standards and 
Technology and its National 
Cybersecurity Center of Excellence.

View Resource

- Tools and Resources -

https://www.darkreading.com/risk/simplify-to-survive-how-organizations-can-navigate-cyber-risk
https://www.dhs.gov/publication/st-mobile-device-security-study


Have you Registered for our Upcoming
Conference?

March 23rd 2023 | Virginia Beach, VA

More Info

 
 

View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

 
 

Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
 
 
   

 

 

https://fusion.vsp.virginia.gov/2023-flo-shield-conference-virginia-beach-virginia/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program


 

 

 

 

       
 

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike 
N. Chesterfield, VA 23235

Email Coordinator All Products

------

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
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